Drive Continuous Compliance

Through Sevco's Comprehensive
Asset Intelligence

Sevco's IT Asset Intelligence Platform provides a comprehensive view into
the assets in your organization's IT environment, enabling you to validate
continuous compliance with regulatory standards and alert to.noncompliant
assets immediately, enabling speedy remediation.

DATASHEET.

Three Types of Compliance and Regulatory Support Achieved by Sevco Security

Regulations that are directly Regulatory requirements
covered by Sevco that are enriched by Sevco
NIST CFS: Device and Software PCI DSS: Threat monitoring
Inventory (ID-AM 1.2) and policy enforcement Req. 1,

2,56,8910,1,12
PCI DSS: Config checks and

administrative controls NIST CFS: Asset Management

Req.2122,12.51 ID-AM, CA-2, CA-7, CA-8,
RA-3, RA-5, SA-5, SA-11, SI-2,
S1-4, SI-5

Regulatory Compliance Covered Categories

Industry Government Partner

- PCI-DSS - CMMC - Third-party Risk

- HIPAA - FDIC Policy Enforcement

- SOX/ - GDPR - Risk Assessment
GLBA - FTC - Supply Chain

- NERC-CIP - NIST 800-53/171 Certification

- CIsCsC

- CBEST

Regulatory compensating control
support and de-facto security
controls assisted by Sevco

PCI DSS: Critical system control
gap coverage (aka. System/
Application EOL)

Administrative Control Efficacy
HIPAA HITECH: Sec. 164.308 (a)(1)

Corporate

- SOC2 Type 2
- Data Privacy

- Data Protection
- Licensing

- FFIEC-CAT

- SEC



DATASHEET

Sevco Security and PCI DSS 4.0

Sevco enables direct compliance, enriches compliance, or provides compensating control support for many of the

requirements of the PCI DSS 4.0 framework.

PCI Directive and Spirit Sevco Security Coverage

Requirement 2 System Components are configured and

managed securely

Requirement 5 Evaluate ALL evolving malware threats for all
systems, direct and integrated on an ongoing

basis

Requirement 6.2/6.3 Bespoke and custom software are developed

and configured securely

Requirement 11.2 Focus on identifying critical gaps within

systems and continuous assessment

Requirement 12 Enforce security controls and measure

liability. BAUs (proactive security measure).

Integrate across enterprise to gain telemetry on entire assets and
report on framework alignment with all PCI DSS scope inventory

Point in time, low touch, proactive inventory of PCl systems

Integrate with enterprise solutions to identify configuration gaps in
anti-malware solutions that lead to compromise

Enable testing dynamic

Gap Prioritization is required proactively under 6.3
Solution provides vulnerability threat analysis from identified gaps in
real fime

Solution can test for assets that have no security patches as per
identified vulnerabilities

Solution will isolate real gaps against frequency of vulnerability scan
proactively in real time and prioritize critical faults

Sevco Security can help to enforce policy and due diligence across the
entire PCl scope while accelerating assessment testing under audit

Sevco Security coverage across the Risk Reduction Kill Chain

Monitor and
assess estate

Analyze your system
and risk

PCI-DSS Req. 2.2
PCI-DSS Req. 11.2

PCI-DSS Req. 5.x
PCI-DSS Req. 6.2 & 6.3

, Sevco Platform , Sevco Platform

Solution Core

Inspection of enterprise
hygiene at scale

Proof of data security
controls and policy

Contact Us About Sevco Security

sevcosecurity.com

m @sevcosecurity

1401 Lavaca Street #857
Austin, TX 78701

Respond and assess
data security controls

Data protection
impact assessments

PCI-DSS Req. 10
PCI-DSS Req. 11.2

PCI-DSS Req. 12

, Solution Core Solution Core

) Sevco Platform

Adhere to data breach
notification and prove
Data Response Plan

Assess and prove
policy and controls

Sevco is the cloud-native CAASM platform delivering the industry's most accurate, real-time IT asset inventory.
Hundreds of companies rely on Sevco's 4D Asset Intelligence engine to bridge the gap between IT and security teams.
By providing a continuously updated inventory of assets, Sevco autonomously identifies and closes previously unknown
security gaps, while dramatically improving incident response. Sevco's patented asset telemetry uncovers significant

security gaps and out-of-compliance assets in every deployment without fail. Founded in 2020 and based in Austin,

Texas. For more information, visit https://sevcosecurity.com or follow us on LinkedIn.
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